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Abstract

The purpose of the publication is to analyze particu-
lar mechanisms and means of russian propaganda as
atechnology of information and psychological influence
and peculiarities of its implementation in the Russia-
Ukraine war. The research method is theoretical
analysis, which specifies some of the mechanisms
of changing personal semantic constructs used by Rus-
sian propaganda in information and semantic warfare.
Results. The development state of the issue of informa-
tional and psychological influence by representatives
of sociology, psychology and journalism was described.
The features of propaganda as a tool of information
and semantic warfare were highlighted, and the factors
of its success in the Russian-speaking environment
were distinguished. Some propaganda mechanisms
for changing semantic constructs of personality were
elucidated. Potential ways to counter propaganda in
Ukrainian society were proposed. Conclusions. Infor-
mation-semantic warfare seeks the misinterpretation
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AHoTanisa

MeTom ny6uikanii € aHasni3yBaHHSA JlesIKUX MeXaHi3-
MiB Ta 3ac00iB poCiHiCbKOI MpomnaraHau sIK TeXHOJOTii
iHpopManifiHO-NCUXOJOTIYHOTO BIVIMBY Ta 0COGJIH-
BocCTeH i peasizalii B yMoBax pociiicbKo-yKpaiHCbKOL
BiliHU. MeTOA0M JOC/i/PKEHHS € TeOpeTUYHe aHali3y-
BaHHS, 110 YMOXJIUBUJIO PO3YMiHHA [eKUX MexaHi3-
MiB 3MiHHM CMHCJIOBUX KOHCTPYKTIiB OCOOHUCTOCTI, 110
3aCTOCOBYIOThCSI POCIHCBHKOIO MpoMaralio B iHdop-
MaliliHO-CMHUCJIOBIH BiiiHI. Pe3ysbpTaTu. OnucaHo cTaH
PO3BUTKY Npo6JsieMu iHPOpMaLiHHO-IICUX0JIOTIYHOTO
BIUIUBY TIpeACTAaBHMKAMM COLIOJIOTii, ICUXO0JIOTil
Ta XKypHalTicTUKH. BucBiTiieHO ocoGsuBocTi mpoma-
raHjiju K IHCTpyMeHTY iHJopMaliiHO-CMUCI0BOI
BiliHY, BUOKpPEMJIEHO YNHHUKU ii ycnixy B pocificbKo-
MOBHOMY cepeJoBHUIi. PO3KpUTO JedKi MexaHi3MU
3MiHM CMUCJIOBUX KOHCTPYKTIB 0COGUCTOCTI 3aco6aMu
nponaraHjy. 3alpoONOHOBAaHO MOXJIMBI HIJIAAXU MpO-
TUAII nponara”ji B yKpalHCbKOMY CyCHiJIbCTBI. BucHo-
BKH. [HopMaIiiHo-cMHC/IOBA BiiHA CIpsiMOBaHa Ha
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of facts, the destruction of reality, and the impact on
the consciousness of recipients to form the desired pub-
lic opinion. The effectiveness of propaganda depends
on the willingness of people to conceive relevant
narratives. The instrument of semantic war is propa-
ganda, which strives to provide a person with a sense
of “ontological security”. Propaganda tends to “stabi-
lize” the unsustainable sense of ontological security in
citizens through its narratives which “help” them get
on with their everyday routine and thus find made-up
clichés which create a sense of security. An appeal to
ethnicity in russian propaganda is the mechanism for
changing semantic constructs. By dominating man, it
generates collective irresponsibility and is the basis
for the development of the Nazi social consciousness
inherent in russia. Counterpropaganda entails the pro-
vision of truthful information, intellectual discussions,
developed autonomous critical thinking, etc.
Keywords: information war, psychological influence,
destruction of reality, ontological security, propaganda,
identity, demographic effect.

Introduction

You can master the world in different ways.
Some countries resort to open military aggression,
others - to quiet economic expansion (Edney,
2012). However, to succeed in both cases, one must
soften up the ground, primarily - the ideological
one. The ideological aspect is realized through
political discourse, extending ideological versions
or interpretations of events to a mass audience.
Thus, the key role belongs to propaganda - a form
of communication focused on forming particular
views, ideas, or public opinion in specific social
groups.

In today’s war in Ukraine, military-technical
and information technologies are intertwined.
Russian information expansion to the European
and world information space has resulted in
theambiguousreactionofthe governmentsofsome
countries and their citizens, which is evident
in treating russian aggression against Ukraine.
The above was achieved by the well-prepared
information groundwork, which, on the one hand,
allowed the aggressor to enlist the support of its
citizens and, on the other hand, to convince some
countries of its “legitimacy”. To do that, from
the beginning of the crisis, the russian government
began to promote narratives about justifying open
aggression against Ukraine (Theodore, 2016). This
resumed the use of social media by the russian
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3MiHy iHTepnpeTalil ¢akTiB, Ha JeCTpPyKLil0 peasb-
HOCTI, BIIUB Ha CBiOMICTb pelumieHTiB 33/ $op-
MyBaHHSl HeoOXxifgHOI cycnisbHOi AyMku. EdexTus-
HICTb MpomnaraHjAu 3aJIeXKUThb BiJi TOTOBHOCTI JOJel
CIpuUiMaTy BiANOBIAHI HapaTHUBU. [HCTpyMeHTOM
cMHUCJI0BOi BiiHM € mpomaraHja, 10 NnparHe 3abe3s-
NeYUTHU JIIOJUHI Bif4yTTA “OHTOJIOTiYHOI Ge3meku”.
Hecrilike mo4yTTs OHTOJIOTiYHOI Ge3meKu y Trpoma-
JSIH MpomaraH/a nparHe ‘crab6inisyBaTu” BaacHUMHU
HapaTUBaMHy, o “Zomomarae” iM MOBEPHYTHUCA 0
3BUYHOI pyTUHHOCTI, a BiATAaK BiJ[HAWTH rOTOBI KJlille,
AKi CTBOPIOIOTH BiAUYTTA 3axUIEeHOCTi. MexaHi3aMOM
3MIHM CMHMCJIOBUX KOHCTPYKTIB B POCIHCBKIN mpomna-
ral/ji € aneJjlOBaHHA A0 eTHIYHOCTI. JloMiHyIOUM Haj,
OCOOUCTICTIO BOHA MOPO/KYE KOJIEKTUBHY 6e3Bijo-
BiZJaJIbHICTB Ta € MiAIPYHTAM [Jis1 PO3BUTKY BJ1aCTUBOI
pocil HauuCcTChKOI cycnisibHOI cBigoMocTi. [IpoTugiero
npomnaras/i € nozaya npasauBoi iHpopmarii, iHTenek-
TyaJIbHI JUCKYyCil, pO3BMHEHEe aBTOHOMHE KPUTUYHE
MHUCJIEHHS TOLLO.

Knio4oBi cioBa: indopmauiiiHa BiliHa, ncuxosoriv-
HUH BIUIMB, JAECTPYKIi peasbHOCTI, OHTOJIOrIYHA
6e3neka, mponaraH/ia, iieHTU4HICTb, AeMorpadidyHuN
edekT.

Beryn

OBoJiofiTH CBITOM MOXHa MO-pisHOMY. OfHI
KpaiHM BJAKOTbCS [0 BiAKPUTHUX BiHCHbKOBUX
arpeciy, iHUi - 40 TUXO0I eKOHOMIYHOI eKCHaHCii
(Edney, 2012). [IpoTe, sik B nepiiomy, Tak i B Apy-
romMy BHIAJAKY JJISl YCIiXy MOBUHEH OYTH “migro-
TOBJIEHUHN I'PYHT”, HacamIiepes — iJleoJoriYHUM.
[aeosoriuHuil acnekT peanisyeTbcs yepes MmoJi-
TUYHUN JUCKYPC, TOMUPIOIYM Ha MacoBy ayAu-
TOpito Ti 4M iH1II izeosiorizoBaHi Bepcii 4u iHTEp-
npeTauii nogiii. KiitouoBa poJsib y bOMY HpoOLEC]
HaJIeXKUTh mpomnaraHai — ¢opMi KoMyHikaIlii,
cupssMoBaHoi Ha (GOpMYyBaHHSl Y KOHKpPETHHX
BEPCTB HaceJIeHHS NIeBHUX MOTJISA/IIB, YSIBJIeHb Y1
CyCHiJIbHOI JYMKHU.

Y cporogHiwHIA BifiHI B YKpaiHi cnziennca
BOEJUHO BilficbkOBO-TexHiuHI Ta iHpopmaninHi
TexHoJsiorii. Hacmigkom pocificbkoi iHdopma-
iMiHOI eKcMaHcii Ha eBponelcbKUN Ta CBITOBUM
iHpopMarliiHUil npocTip € Heo/JHO3HAYHA peak-
Lid ypAAiB HU3KU KpaiH, a TaKoX IXHIX rpomMa-
JdH, Ky MM CIOCTepira€eMo LoA0 CIPUAHATTA
pociiicekoi arpecii npotu VYkpaiHu. lle crano
MOXJIMBUM 3aBJASIKU NiJCOTOBJEHOMY AJIS IbOTO
iHpopMaliiHOMy TI'pyHTY, L]0, 3 OAHOTO OOKY,
JI03BOJIUJIO arPecopy 3apydyuTHCS NiATPUMKOIO
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government to influence the 2016 presidential
elections in the United States and the disruption
of electoral processes in Europe. These markedly
shifted public and academic discourse towards
discussing and investigating the “dark sides”
of digital diplomacy (Bjola, 2017).

Propaganda has become one of the factors in
accomplishing military goals. In this context, it
is used such terms as “psychological warfare”,
“information warfare”, “psychological operation”,
etc. Being a strategic concept, psychological
warfare is considered a set of various forms,
methods, and means of influencing a person
to change his psychological characteristics, as
well as the social consciousness of communities
in general (Dictionary, 2021). For the tactical
description of psychological warfare, which
involves planned actions to convey specific
information to audiences to affect their emotions,
motives, and goals, the term “psychological
operation” (PSYO) is applied (Dictionary, 2021).
All these things are an act of information warfare
intended to form a specific point of view in people
and a system of their beliefs towards the issues
which are of interest to its organizer.

Mass communication researchers (Harris,
1983; McQuail, 2010) emphasize the dependence
of modern man on the media. Mass communication
as a kind of social communication is a process
where specifically organized institutions, using
technical means, produce and transmit messages
to the mass, anonymous, and dispersed in
the space audience. Mass media, as part of mass
communication, create a so-called “second”
subjective or “virtual” reality, the impact
of which is no less significant than the influence
of the objective one. It is not for nothing
that among others, the media are attributed
the function of ideological and political influence
on an individual and mass consciousness. And
the key to success is human information needs.

Therefore, long before the open phases
of confrontation, the struggle for the consciousness
of people begins, which has its name - information
warfare.Propagandaisthemainmeansofitsoutbreak.
Influence on individual and mass consciousness
through ideologized media representations also
constitutes the essence of political propaganda as
a means and tool of such influence.
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CBOIX T'POMAa/fAH, a 3 IHIIOro — NepeKoHaTH JesKi
KpaiHu y cBoil “npaBoTi”. /i1 IbOro 3 mMo4yaTKy
KpH3U POCiHCbKUM yps/Ji MoYyaB NPOCyBaTH Hapa-
TUBU 11040 BUIIPAaBAAHHA BIiAKPUTOI arpecii
npotu Ykpainu (Theodore, 2016). Lle cTasno npo-
JIOBXKEHHAM BUKOPHUCTAHHS POCIMCBKUM YpAL0M
couiaJIbHUX MeJia AJig BIUIMBY Ha NpPe3UJEeHT-
cbKi BUbopu B CnosaydeHux llltatax y 2016 pouj,
3pUBY BUBOpUHUX NpoLeciB y EBpoIli, 1110 3MicTUI0
rpOMaJICbKUN Ta akafieMiuyHUM JOUCKYypC y 6ik
0OTOBOpPEeHHS Ta pOo3C/ilyBaHHS “TEMHHX CTO-
pin” nudponoi guniomartii (Bjola, 2017).

[Iponaranga crajia O4HUAM i3 YUHHHUKIB JOCAT-
HEeHHSl BiHCBKOBUX LijJied. ¥ IbOMY KOHTEKCTI
MOCJAYTrOBYIOCS TaKUMHU TepMiHAMHU SIK “IICUXO-
JoriyHa BiWHA", “iHpopmaniiina BiKHA", “ncuxo-
JoriyHa omnepanis” Tomo. [IcuxosioriyHa BiliH3,
OyAy4M CTpaTeriyHUM HOHATTSM, PO3TJISAAETHCS
K CYKYNHICTb pi3HOMaHITHUX ¢$OpM, MeTOAiB
i3aco6iB BIUIMBY Ha JIIOJMHY 3 METO0 3MiHMU i [1CH-
XOJIOTIYHUX XapaKTEePUCTHUK, a TAKOX CYCHIJIbHOI
cBifoMocTi cninbHOT 3arasioM (Dictionary, 2021).
Jna TakTUYHOrO ONMUCY ICHUXOJIOTIYHOI BIiWHH,
1110 nepeabayvaE MJIaHOBI il 3 mepeaadi KOHKpPeET-
Hoi iHpopMalii 0 aBAUTOPIH, 11106 BILIMHYTH Ha
IxHi eMonii, MOTUBH, LiiJi, 3aCTOCOBYETLCA Tep-
MiH “nicuxosioriyHa omnepauis” (IIcO) (Dictionary,
2021). Yce ue € 4yacTHHOMW0, aKTOM iHpOpMaLilHOI
BiliHM, cnpsiMOBaHOI Ha GOpPMyBaHHA y JilOJeH
NeBHOI TOYKH 30py, CUCTEMHU MOMVIAAIB JIOAeN Ha
OKpeMi NUTaHHS, 10 1[iKaBJATh Il opraHisaTopa.

JocaigHuku MacoBUX KoMyHikanii (Harris,
1983; Mak-Kgeiin, 2010) akijeHTYIOTb Ha 3a/1€X-
HOCTi Ccy4YacHOI JIIOJWHH Bij 3acob6iB MacoBoi
inpopmanii. MacoBa KoMyHikanisi sk pi3HOBU[,
coliasbHOI KOMYHiKalil € mpouecoMm, Jie CIeLu-
¢iyHO opraHizoBaHi iHCTUTYTH 3a J0ONOMOrOIO
TeXHIYHUX 3aco6iB BUPOOJISAIOTh i NepelarThb
MOBIJOMJIEHHA MacOBOi, aHOHIMHOI, po3ocepe-
JPKeHoi B mpocTopi ayauTtopii. 3acobu macosoi
iHdpopMarlii, Ak yacTUHA MacoBOi KOMYHiKallii,
CTBOPIOIOTh TaK 3BaHy “Apyry”, Cy6'EKTUBHY abo
“BipTyasibHY” peasibHICTb, BILJIUB SIKOI HE MEHII
3HAYYU[MH, HiXK BIJIMB OG'€KTUBHOI peasbHOCTI.
He papma 3aco6aM MacoBoi iHpopmalii 3-momix
iHIIMX OpUnUcyloTh QYHKLiIO igeosoriuHoro
Ta MOJITUYHOI'O BIUIMBY HA iHAUBiZAa Ta MacoBYy
CBiJOMICTb. A 3alI0PYKOI0 yCHiXy B LIbOMY € iHdop-
MalliliHa noTpeba JIIoJUHH.
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Purpose. With the growing trend of enlarging
information gained from the mass media
in social development, there is a need to
analyze technologies, means, and mechanisms
of information and psychological influence.
In this context, it is urgent to gain an insight
into the mechanisms of russian propaganda as
a technology of information and psychological
influence, as well as the peculiarities of its
implementation amidst the russian-Ukrainian war.

Methodology and methods

Representatives of various branches of science,
including sociology, political science, journalism
and psychology, study modern technologies
of information influence. Within the framework
of sociological research, a specific field has
evolved - social informatiology, the subject
of which is different types of communication
and information activities in the social dimension.

Studies of the role of the media and aspects
of the information-psychological media influence
have  their = background. The analysis
of propaganda during a short ceasefire between
the First and Second World Wars was carried out.
However, during the First World War, propaganda
was transformed into a research subject as part
of large-scale scientific activity, complex and,
at the same time, attractive, especially amid
military actions. Using the cutting-edge forms
of communication, national states twisted
propaganda into something that is permanently
inherent in public administration. The trend
persisted after the end of the war, but it was
then that propaganda took on an ominous hint
in its meaning: it denoted a fanatical appeal
to the masses based on unilateral informing
and manipulation via communication channels
(Czitrom, 1982). The consequence was
the emergence of fascism in Italy, Nazism in
Germany, and the rise of communist ideology,
which in its content did not yield to fascism
and Nazism in the Soviet Union. Another
explosion of interest in the topic concerned
happened in the second half of the 20th century.
Technologies of information manipulation
of mass and individual consciousness were
considered in the works of many mass media
researchers (Lasswell, 1969; Castells, 2007;
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Tomy, 3ag0Bro mo BigkpuTux $as mpoTUCTO-
SHHSI TOYHMHAETbCA 6OpOoTbOA 3a CBIAOMICTB
JII0JieH, sika JiicTana HasBy - iHhopmayiiiHa siliHa.
OcHoBHUM 3acoboM ii peasizanii € nponazanda.
BrnuivB Ha iHAUBiAya/bHY Ta MacoBy CBiZJOMICTB 3a
JOIIOMOIOK0 i/1e0JIOri30BaHMX MeJiapenpe3eHTa-
I[ill CTAHOBUTb TAKOX CYTHICTb MOJIITUYHOI MPO-
nara’ziy sik 3acofy Ta iHCTpyMeHTY IJbOTr0 BILJIUBY.

MeTa. 3a 3pocTatouoi TeH/JeHIlil 36i/JblIeHHs
yacTku iHdopmalii, oTpuMyBaHOi 3 Mac-Me/jia
y CyCHiJIbHOMY PO3BHUTKOBI, TOCTAa€ HEOOXIHICTD
aHaJIi3yBaHHs TEXHOJIOTiH, 3aco6iB Ta MeXaHi3-
MiB  iHGOpMaIilHO-IICUX0JIOTIYHOTO  BILJIMUBY.
Y KOHTEKCTI i€l npo6JyieMU HarajJbHUM € PO3Y-
MiHHfl [JleIKMUX MexaHi3MiB poOCikCcbKOI Mpomna-
raH/u sik TexHoJiorii iHpopManiiHo-ncUx0/10TiY-
HOT0 BILJIUBY, & TAKOX 0COBGJIMBOCTEH 1 peasnizanii
B YMOBaX POCiACbKO-YKpaiHCbKOI BiliHMU.

MeToa0/10Tis1 Ta METOAM

BuBUeHHSs cy4yacHUX TeXHOJOTiH iHpopMmarii-
HOTO BILJINBY BeJleThCA NpeJCTaBHUKAMHU PI3HUX
rajiy3eyd HaykH, 3 MOMDK IHIIMX COLi0JIOTi], oJIi-
TOJIOTiI, »KYpPHaJIICTUKH, ICUXOJIOTIl. ¥ Mexax
COLIIOJIOTIYHUX A0C/iIKeHb BUOKPEMUBCS HaBITh
0CO6JIMBUM HaNpsM - coljiasibHa iHpopmMariioso-
rid, npegMeToM AKOI € pi3Hi BUAU KOMYHIiKaTUB-
Ho-iHopMauifiHoi AisfinbHOCTI, B3ATI y LbOMYy
couia/IbHOMY BHUMIpI.

JlocsipkeHHs, 1[0 CTOCYHOThCSA PoJIi 3acobiB
MacoBoi iHpopMallii Ta pi3HUX acneKTiB iHpop-
MaliiHO-TICUXO0JIOTIYHOr0 Me/liaBIJIUBY, MalOTh
CBOI0 icTOpit0. AHa/Ii30M NponaraHjy 3alHAJIUCS
B IepioJ, KOPOTKOr0 NPUIMHEHHA BOTHIO MIiX
Nepiuow i Apyrowo cBiTOBUMM BiliHaMmu. [IpoTte
BXKe IiJl yac nmepiioi CBiTOBOI BiliHM NpomnaraHja
IepeTBOpPUJIACA Ha IIpeIMeT AOCTiPKeHHS B paM-
Kax MaclTabHol HayKoBOI AiJILHOCTI, CKJaj-
HoOl i BoAHOYac NMPUBa6/IMBOi 0COGJMBO Ha TJi
BiliCbKOBUX [ill. BukopucTOBylo4YM Halcy4ac-
Himi ¢opMHU KOMYHiKalii, HalioHa/IbHI Aep)KaBU
[IepeTBOPUJIA IpollaraHZy Ha LIOCh Take, L0
BJIACTUBE Ha peryJasipHii OCHOBI JAepKaBHOMY
ynpaBJiHHIO. g TeHJeHIis 36epersacsa micas
3aKiHUYeHHd BillHM, IPOTe caMe TOZi nponaraHja
HabyJia 3/J10BiCHOTO BiITIHKY y CBOEMY 3Ha4YeHHi:
BOHA Mo3Hayasia paHaTUYHE 3BEPHEHHS [0 Mac,
3aCHOBaHe Ha OJHOCTOPOHHbOMY iHPOpMyBaHHI
Ta MaHinynsauii kaHajsaMu koMmyHikauii (Czitrom,
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McLuhan, 1994; Habermas, 2006; Luhmann,
2011; Toffler, 2007; Harris, Dubitsky & Bruno,
1983), and others.

Information warfare is special among
the different types of wars because it concerns
the struggle for the consciousness of large masses.
In this context, an individual type of information
warfare - semantic warfare - deserves attention.
In the temporal dimension, it is a long war which
is not interested in the very facts but in their
misinterpretation. It takes place in a virtual space
and affects the entire mental sphere: cognitive,
emotional, and volitional. Various technologies are
used to form public consciousness and influence
it both in information and semantic warfare
and in peacetime during the political struggle to
reduce the rating of opponents. Some of them are
elucidated in studies of information influences
(Verkholias, 2020; Information Challenges, 2016).

Studies of propaganda as a technology
of information and psychological influence
within the framework of modern political
communications are of particular interest. Foreign
sociologists R. Terman, N. Chomsky, N. Fowler,
and D. McQuail made a significant contribution
to the development of the relevant area.
However, given the present time, the elaboration
of the relevant scientific topic can be characterized
as quite fragmentary. The excessive reorientation
of scientists to describe the processes of managing
information flows through political advertising,
PR communications, and other marketing ways
of organizing discourse has put propaganda to
the periphery of scientific research. But the works
of Pratkanis & Aronson, 2001; Wojtasik, 1986;
Pocheptsov, 2015; Skulenko, 2011; Brown,
1983; Lasswell, 1969; Jowett & O'Donnell,
2012 and others, together with specific works,
contributed to the development of theoretical
constructions of the initial period of propaganda
study and led to the emergence of different
concepts of the information system.

In terms of content, the evolution of the theory
of propaganda occurs in two dimensions: as
a system of information control (Brown, 1983)
and as an information and psychological operation.
It is an information and psychological operation
of propaganda which is closely associated with
numerous concepts of “information weapons”,
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1982). Haciigkom 1iboro craja nosiea ¢paimunusmy
B ITanii, Hauu3sMy B HiMeuuuHi, 3acusiisg KoMyHic-
THUYHOI i1e0J10Til, AKa 3a CBOIM 3MiCTOM He I10CTY-
nasacs ¢pamusMmy Ta HallM3My B pPaiTHCbKOMY
coro3i. [HIIKMH cnanax iHTepecy A0 L€l TeMaTUKHU
IpUIIaZ A€ HA Apyry NMosoBUHY XX CcTOJITTA. Tex-
HoJiorii iHpopMaliiHOro MaHiNyJ/IlOBaHHSA Maco-
BOIO Ta IHAUBIAYaJbHOIO CBiJOMICTIO po3ryifana-
JIUCSL B Ipalsix 6araThoXx JOCAiTHUKIB Mac-Me/ia
(Lasswell, 1969; Kactennbc, 2007; McLuhan, 1994;
[a6epmac, 2006;, Jlyman, 2011; Todpdaep, 2007;
Harris, Dubitsky & Bruno, 1983) Ta iH.

3-moMik pi3HUX THUIIB BOEH iHdopMamiiHa
BiliHa € 0C006.JIMBOI0, I03asIK CTOCYETHCSA HOPOTHOU
3a CBiIOMICTb BeJIMKHX Mac JiloJeH. Y [bOoMy KOH-
TEKCTi 3ac/yroBye yBard okpeMui Tun iHndopma-
L[iIHOI BITHY — CMMCJIOBA BilfHa. Y 4acOBOMY BUMipi
Ile TpUBAJIA BilfHa, Ky LIiKaBJATh He caMi pakTy,
a 3MiHa ix iHTepnpertalii. BoHa 3aiiMae BipTya/ib-
HUU OpOCTip i BIUIMBAE Ha BCIO NICUXiYHY cdepy: Mmi3-
HaBaJIbHY, EMOIIilHy Ta BoboBY. |11 dopMyBaHHS
CYCHiJILHOI CBIZJIOMOCTI, BILIMBY Ha Hel 1K B yMOBax
iHdopmManiiiHO-cCMHCI0BOI BiHH, Tak i B MUPHUH
Yac Iij Yac MoJIiTHYHOI 60pOTb6U 3 METOI0 3MEH-
IIEeHHS] PeUTHHTY ONOHEHTIB 3aCTOCOBYOThLCS pi3-
HOMaHiTHI TexHoJ10Til. [lefiki 3 HUX NpeJCcTaBJeHi
y locipkeHHsX iHopMaliiiHux BiuBiB (Bepxo-
Jisic, 2020; IndopmauniiiHi Bukauky, 2016).

Oco6sinBUH iHTEpPEC CTAaHOBJIATD JIOCTiKEeHHS
nponaraHay sK TexHoJioril iHdopMamiiHo-1ICH-
XOJIOTIYHOTO BIJIMBY Y MeXaX Cy4aCHUX NOJIITHY-
HUX KOMYHiKaliil. 3HauHUN BHECOK y PO3POOKY
[[bOTO HaNpsMy 3po6uau 3apy6ixHi comiosioru
P. Tepman, H. Xomcekuii, H. @aynep, /[I. MakkBeii.
[IpoTe miJ cydacHy mopy po3po6Ky Ili€i HayKOBOi
TEMHU MOXKHA 0XapaKTepU3yBaTH K JJOCUTb dppa-
rMeHTapHy. HazamipHa mepeopieHTaniss BYeHUX
Ha OMMC NpoleCiB ynpaB/iHHA iHQopMaLitHUMU
MOTOKaMH 3a JONOMOIOK IMOJIITUYHOI peKJaMy,
PR-koMyHiKalili Ta IHIIMX MapKeTUHTOBUX CIO-
Co6iB opraHisarii AMCKypCy BUTICHWIM IIpOIa-
raijly Ha nepudepiro HAyYKOBUX JOCJiPKEHD.
Ane npaui Pratkanis & Aronson, 2001; Wojtasik,
1986; IlouenioBa, 2015; Ckysnenka, 2011; Brown
LasswellJowett & O'Donnell, 2012 Ta iHux pazom
i3 cneliaJbHUMU NpaUsIMU COPUSJIM PO3BUTKY
TEOPETUYHHX KOHCTPYKILil OYaTKOBOTO Nepiofy
BUBYEHHS IpoNaraHjv Ta 3yMOBWJIU INOABY pi3-
HUX KOHUEMNTIB 1ji€l iHpopMaliiiHOI cucTeMU.
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“information warfare”, “information dominance”,
“cyber war”, “information security”, as evidenced
by a wide range of works (Linebarger, 2015).

Todaywe canclearlyidentifyasetof phenomena
promoting the emergence of a favorable ground
for propaganda actions. First of all, it is about
the intensification of the mediatization of political
communications and an insufficient level
of critical thinking of consumers for analysing
the content of information and psychological
influence. In addition, there is an improvement in
the technologies of information and psychological
influence, which makes the propaganda nature
more hidden and veiled. Finally, the population
is poorly trained to distinguish propaganda
techniques in the new reality of the information
society. In view of the above, there is a need to
identify approaches to analysing propaganda in
themediasystemwhichareadequatetothe current
socio-political conditions and the context
of the information society.

Methods. The choice of methods is
determined by the subject field and the research
nature. In this regard, the author primarily
relies on the use of systemic, comparative
and communicative approaches. The method
of theoretical analysis was used to describe
propaganda processes: itmade it possible to clarify
the content and techniques of the information-
semantic influence of russian propaganda on
the consciousness of the russian population,
citizens of Ukraine, and countries of Europe
and the world. In addition, participant observation
and firsthand experience were applied.

Results and discussions

Propaganda is a socially conditioned form
ofinfluenceonmassconsciousnessbymanipulating
a message’s verbal and visual parts to achieve
relevant results. As S. Moskovichi rightly notes “...
society is gradually turning into a mass and crowd
that is caused by the media, newspapers, radio,
and the phenomenon of influence. By penetrating
every home, being present in every workplace,
capturing resting places, guiding thoughts
and disfiguring them, these means mould human
minds into mass intellect” (Moscovici, 1985).

Information intervention does not happen
without reason. Its effectiveness will depend
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Y 3MicTOBOMY KOHTEKCTI pO3BUTOK TeOpil Mpo-
nara’H/iv NpoBaJUThCA B [|BOX IJIOLIUHAX: K CHUC-
TeMu iHpopMaliiiHoro koHTpoJto (Brown, 1983)
Ta fK iHdopMaliiiHO-NICUX0JIOTiYHOI omepallii.
Came iHdopMaLiliHO-ICUXOJIOTIYHY oOIepaLiro
nponaraHsy TiCHO NOB'SI3yI0Tb 3 YHCJIEHHUMHU
KoHIlenTaMM “iHopmaniiiHoi 36poi”, “iHdpopma-
nikHoi BiiHK", “iHpopMaliliHOTO AOMiHYBaHHS,
“kibepBiiiHK", “iHdopMaliiiHOi 6e3neku”, Mo 1110
cBimvaTh pisHoMaHiTHI nparni (Linebarger, 2015).

CborofHi MOXXHa YiTKO KOHCTATyBaTH HU3KY
ABUILL, L[[0 COIPUAIOTb NOSABI CIPUATINBOrO [PYHTY
JAJs TpomaraHfgUCTCbKUX Aik. Hacammepen ue
iHTeHcudikalig MeiaTU3alii HOJITUYHUX KOMY-
HiKallil Ta HeAOCTaTHIM piBeHb KPUTHUYHOIO
MUCJIEHHSI CIIOXXUBAYiB IIbOTO MPOAYKTY LI0A0
OLIiHKM KOHTeHTy iHdopMariiHO-NCHUX0/I0TiY-
HOro BIUIMBY. OKpiM LIbOT'0 BiZI0YBaETHCS Y10CKO-
HaJIeHHs TeXHOJIoTiM iHpopMaliiHO-TCUX0JI0Tiv-
HOTO BILJIUBY, 110 JA€ 3MOTY 3pOOUTH XapaKTep
npornaradiu 6GiJibll NPUXOBAaHUM i 3aByasibOBa-
HUM. |, 3pellToro, HeJ0CTaTHA HABYEHICTh Hace-
JIEHHSl PO3PI3HATH NMpoNaraHAUCTChbKI IpUOMHU
y HOBHUX yMOBax iHPopMaliiHOTO CyCHiJbCTBA.
3 oy Ha CKa3aHe MOCTa€ HEOOXiJHICTh BUSB-
JIEHHS aJleKBaTHUX CY4YaCHUM COLiaJIbHO-NOJIi-
TUYHUM YMOBaM Ta KOHTeKCTY iHdopMaliiiHOro
CyCIIiJIbCTBA MiAXOAIB [0 aHaJi3y nponaraHiu
y cucteMi 3aco6iB MacoBoi iHpopmariii.

Memodu. Bubip MeTO/[iB BU3HAYAlOThCS Mpe-
METHUM I[0JIeM Ta XapaKTepoM JAOC/iJpKeHHS.
Y 3B’s13Ky 3 MM aBTOp HacaMIlepeJ, CIUPAEThCS
Ha BHUKOPHCTAHHSI CUCTEMHOTIO, MOPIBHAJBHOIO
Ta KOMYHIKaTUBHOrO niaxoAis. /g onucy npo-
NaraHAUCTCbKUX MPOILECiB BUKOPUCTAHO METOJ
TEOPETHUYHOI'0 aHa/li3yBaHH{A, L0 YMOXJIWBUJIO
BUOKpeMJIeHHS 3MiCTy Ta NpUiloMiB iHopMalyiii-
HO-CMUCJIOBOTO BIJIMBY POCIMCBKOI mponaraHiu
Ha CBiZjOMiCTb HaceJieHHA pocil, rpoMajsaH YKpa-
iHY, Kpain €Bponu Ta cBiTy. OKpiM LBOro, 3acTo-
COBAaHO MeTOJ, BKJIIOUEHOIO CIIOCTEepeXXKeHHs
Ta CBil 0COGMCTHUH JOCBi/I.

Pe3yibTaTH Ta JUCKYCil

[Iponaranza € coujajbHO 3yMoBJeHOW ¢$op-
MO0 BILJIMBY Ha MacOBY CBiJIOMICTb Yyepes3 MaHi-
ny/adLil0 Bep6aJbHOI Ta Bi3yaJbHOI YacTH-
HOIO NOBIiJJOMJIEHHA 3a/J1d JOCATHEHHHA NeBHUX
pe3ysbTaTiB. fk caywHo 3ayBaxye C. MockoBuyi,
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on the “preparedness” of people to perceive
information. The key is in values and narratives
which are formed during a person’s life. It is they -
values, meanings, narratives - which are constantly
attacked by the environment. Information received
by a person every day via various systems (visual,
auditory (Seo, 2014)) and life practices determine
their content. Daily facts and their interpretations
(own and heard from authoritative sources) shape
personal beliefs and instructions.

It is common knowledge that awareness
of reality and the formation of a worldview
in people do not shift without the influence
of stereotypes emerged under the sway
of mass communications, which often interpret
in their way or distort facts. The media construct
the audience’s visions of the world around
them, indirectly influencing their behavior
through consciousness. G. Lasswell compared
the effect of mass communication reports with
a “magic bullet” which the communicator aims
at the recipient’s consciousness, altering his ideas,
feelings, and motivations. According to G. Lasswell,
the recipient of media reports is a passive
and defenseless participant in a communication
act which ignites him “as a light bulb”, offering
its interpretations (Lasswell, 1969). Given such
processes, an individual human experience with
an appropriate system of interpretation of facts
is gained. In reality, man constructs his inner
world based on his experience shaped by the facts
interpreted independently. This fact was also
emphasized by a physiologist K. Ukhtomsky who
says “we work following instructions which do
not show the world but construct it”.

Propaganda as a means and instrument
of semantic warfare occupies a virtual
space and affects the entire mental sphere
of a person and forms his semantic constructs.
In the temporal dimension, it is a prolonged
war which is not interested in the very facts but
in their misinterpretation (Martin, 1982). Thus,
the objective of propaganda as a tool and means
of information warfare is the destruction of reality.

What is the basis of russian propaganda’s
success? In this regard, you can list commonly
known mechanisms of social and psychological
influence. On the one hand, they are universal, on
the other - they depend on the specific situation
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“... COLliyM ITOCTYIIOBO NePeTBOPIOETHCA HA Macy,
HaTOBI i MPUYMHA B 3ac00ax KOMYHiKallii, MacoBoi
iHpopMariii, razeTtax, pajio Ta GeHOMeHi BILJIUBY.
[IpoHUKa4YU B KOXKeH AiM, Oyy4u MPUCYTHIMHU
Ha KO)KHOMY p0604Y0MY Miclli, 3aX0IJII0I0YH Miclis
BiAMOYMHKY, Kepyl4yd AYMKaMH Ta 3HEOCOOJII0-
I0YH iX, IIi 3aC00U MEPEeTBOPIOIOTH JIIOJAChKI YMU
Ha MacoBu# po3yMm” (Moscovici, 1985).

IndopmaliiiHa iHTepBeHIli He MPOBOAUTHCS
Ha nyctoMy Micui. Ii epeKkTUBHICTb 3aexaTuMe
Big “migroroBsieHoCTi” Jtofied AU COPUHHATTSA
inpopmanii. Kio4oBUMH [AJ1 [BOTO CTAOTh
yiHHocmi Ta ceHcu (cmucau), IKi GoOpMyOTbHCS
BIIPOJIOBX XKUTTH JIIoJUHU. CaMe BOHU — YIHHO-
cmi, ceHcu, 3Ha4eHHs - IOCTIHHO aTaKyTbCA
JOBKiLIAM. IX 3MicT BusHavae indopMais, aKy
JIIOJJMHA LI0ZIeHHO OTPUMYE 4Yepes pi3Hi cucteMu
(BisyanbHy, aymianbHy (Seo, 2014)) Ta *KUTTEBI
npakTuku. lllogeHHi ¢akTu Ta ix iHTepnpeTtanii
(Bs1acHi Ta MOYyTi 3 aBTOPUTETHUX JXKepeJ) dop-
MYIOTb Y JIIDJIMHU IepeKOHAHHS1, HACTaHOBJIEHHS.

3araJbHOBIZOMO, 10 YCBiIOMJIEHHSI AiHCHO-
cti Ta GOpMyBaHHS KapTUHU CBITY y JIOJed He
00X0IUTHCA 6e3 BIIMBY CTEPEOTHIIB, 10 ¢op-
MYIOTbCS Miji BIJIMBOM MacOBUX KOMYHiKaliH,
AKI 4acTO N0-CBOEMY iHTEPHPETYIOTh YU NPOCTO
CHOTBOPIOITh pakTH. 3aco6U MacoBOi KOMYHi-
Kalil KOHCTPYHIOTb YABJEHHA ayguTopii mnpo
HaBKOJIMIIHIO AiHCHICTB, ONlOCEpeJKOBAaHO BILJIU-
Barl4M 4yepes CBiZloMicTh Ha ii noBeaiHky. I. Jlac-
CBeJIJ1 MOPiBHIOBAB /[lil0 MOBiJlOMJIEHb MacoOBOI
KOMYHiKalil 3 “4apiBHOIO KyJiel”, IKy KOMYHi-
KaTop 6Ge3nocepeiHbO CIPSIMOBYE Y CBifjoMicThb
pelyIieHTa, 3MIHIOIOYA MOro ifei, MNOYyTTA
Ta MoTuBauil. Ha aymky I. Jlaccesna, omepxy-
Ba4 NOBigoMJIeHb i3 3ac06iB MacoBoi iHopMalrii
€ NMAaCUBHUM Ta 0e33aXMCHUM yYaCHHUKOM KOMY-
HIKaTUBHOTO aKTy, fKUM 3ala/Il0E pelUIieHTa
“SIK eJIEeKTPUYHY JIaMII0YKY”, TPOMOHYOYH BJIACH]
inTepnpeTtauii (Lasswell, 1969). 3 ornsiny Ha Taki
npouecd GpOpMYyeETbCA IHAUBIAYAJIBHHUU OOCBIJ
JIIOIVHU 3 BiZIIOBiIHO0 CUCTEMOI0 iHTepnpeTallii
¢dakTiB. B fificHOCTi 1t0gHA KOHCMPYHOE c8ill 8HY-
mpiwHitl ceim cnuparovucs Ha ceitl docsid, cghop-
MOBAHUU [HMepnpemosaHumMu Her @akmamu.
Ha ppomy cBoro uacy HaroJiouryBaB ¢isiosior
K. YxTOoMCBKHH, KaXKy41: MU NIPAIIIOEMO Ha HACTa-
HOBJIEHHAX, yepe3 fAKi He 06auuMO CBiT, a KOH-
CMpYHEMO HOTO.
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and the level of “preparedness” of the audience
to its perception. However, in the Russia-Ukraine
war, rounding up support from russian society
for the Putin regime via propaganda has its
groundwork. First of all, it is the active exploitation
of a sense of identity. Russian propaganda appeals
to a sense of belonging (russkiy mir/russian
world), uniqueness (we are liberators, we
liberate everyone from oppressors, we
liberate the “Russian-speaking population”
from the Nazis), while applying the ideology
of the “superiority of the nation” (let’s compare
hitler’s germany and putin’s russia). The ideology
of superiority is actively exploited today in
putin’s russia, and the main criterion of identity
is “the russian world”. Therefore, the emphasis on
imposing the russian language and banning other
languages, primarily Ukrainian, both in russia
itself and in occupied territories is clear.

Consequently, the following question arises:
is the mentioned identity deeply rooted in
the russians? A UKrainian psychiatrist O. Filts
renders an interesting explanation: “.. russians do
not have a deep-rooted sense of identity. They are
looking for their identity <...> They do not know
now who they are: whether they are empires,
whether they are a people uniting all Slavic
peoples, or whether they are an imperial-religious
society. It is a puzzle for them” (Filz, 2022).

Despite the lack of a deep-rooted identity,
the idea of ethnicity is actively used by russian
propaganda. It dominates personality that helps
promote the narrative of “group thinking”, which
results in the “escape from freedom” (Fromm,
2019). Group thinking, as a manifestation
of group consciousness, generates collective
irresponsibility, the example and consequence
of which is fascism, fundamentalism, fanaticism,
and terrorism - a complete set of a modern russist.
Nazi social consciousness is vividly cultivated
and manifested in russia.

While there is no well-defined identity,
a search for “braces” which could replace it is
taking place, and if they cannot be found, they
are invented (DeCook, 2018). The main thing
is to form a sense of emotional and intellectual
confidence which will ensure “ontological security”
(Giddens, 1984), “ontological confidence” (Laing,
1976) - the existential state of a person with
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[Iponaranzaa fik 3aci6, iHCTPyMEHT CMUCIOBOI
BiliHU 3aliMa€ BipTyasibHUM NPOCTip i BIJIMBA€E HA
BCIO NCUXiuHY cepy aoguHU, dopMye il cMuc-
JIOBi KOHCTPYKTH. ¥ 4acOBOMY BUMIpi Iie TpuBaJa
BiliHa, AKY LiKaBJATb He caMmi GaKTH, a 3MiHa ix
inmepnpemayii (Martin, 1982). OTxe, MeTom
Iponara’iu fK iHCTpyMeHTY, 3acoby iHdopMa-
LiliHOI BillHU € decmpyKYist pea1bHOCMI.

Ha yoMy rpyHTyeTbCs ycnix pociiicbkoi npona-
ragu? TyT MoOKHa NepeJiuuTH 3arajabHOBIOMI
MEXaHi3MH COLiaJIbHO-IICUXO0JIOTIYHOTO BILJIUBY.
3 opHOrOo 60Ky, BOHM yHiBepcaJ/ibHi, 3 iHIIOrO -
3aJ/IeXaTh BiJi KOHKPETHOI cCUTYyalii Ta piBHA “mij-
rotoBjeHocTi” ayautopii o il cOpUUHATTS.
[IpoTte, y pociiicbko-yKpaiHcbkilt BiliHi dopmy-
BaHHA TMpoNara’folo MiATPUMKH POCIHCBKUM
CYCIIiJIbCTBOM NIy TIHCBKOI'O PEXXKUMY MA€E CBOE i/~
I'pyHTA. Hacamnepe[ Lie akTUBHA eKCIlJlyaTallid
nouymms idenmuvHocmi. Pociiicbka nponaraHja
aneJilE 0 IMOYYTTA IeBHOI IpPHUHANIEXKHOCTI
(“pycckuii Mup”), BAHATKOBOCTi (MU BU3BOJIUTEII,
MU BCiX BU3BOJIIEMO BiJj THOOUTE/IIB, BU3BOJIIEMO
“pycckosi3pIuHOEe  HacesieHHWe”  BiJi HAIUCTIB),
3aCTOCOBYIOYM MpU LbOMY ifeosiorito “3Bepx-
HocTi Hauii” (mopiBHANMO TiT/IepiBCbKY HiMeu-
YHHY Ta NYTiHCbKY pocito). [aeosoris 3BepxHOCTi
aKTUBHO eKCIIYaTYEThCA CbOTOJHI B MyTIHCHKIN
pocii, a TOJIOBHUM KpUTEpieEM IiAeHTUYHOCTI
€ “pycckuit a13bIK”. TOMy aKLleHT Ha HacaJ»KyBaHHi
pocilickkoi MOBM Ta 3a00pOHi iHITUX MOB, HacaM-
nepej yKpaiHCbKOI, IK Yy caMiil pocii, Tak i Ha OKy-
II0BAaHUX Hel0 TePUTOPIAX € 3pO3yMIJINM.

[IpoTe nocTtae nUTaHHA: YU CIOpaB/i L ifeH-
THUYHICTb y pocisiH rinuboko BkopiHeHa? llikaBe
NOSICHEHHA LbOMY [Ja€ YKpalHCbKUU MCHUXiaTp
0. ®inbI;: “.. y pocidH HeMae IJIMOOKO BKOpiHe-
HOIO NOYYTTA IJeHTUYHOCTi. BOHM IIyKaloThb
CBOIO iIEHTUYHICTD <...>. BOHU 3apa3 He 3HAIOTh,
XTO BOHM €: Y4 BOHHU IMIlepli, Y4 BOHU HApO[,
SIKUM 00’€JHY€E yci CJIOB’SIHCBbKI HApoAu, Y4 BOHU
iMnepcbKo-peJiiriiHe cycnizibcTBo. /i HUX Iie
nutanHsa” (Pinbw, 2022).

[Tonpu BiACyTHiCTb IMINGOKO BKOpPiHEHO] iieH-
TUYHOCTI pOCIUCHKOI MNpoMaraHforw JOCUTb
CUJIBHO eKCIUIYaTYETbCA ified emHivHocmi. BoHa
JIOMiHY€E HaJj 0COGHUCTICTIO, L0 JJ0NIOMarae npocy-
BaTH HapaTUB “TPYyNoOMHUCIeHHS” HAC/IiAKOM 40T O
€ “BTeva Big cBo6oau” (Ppomm, 2019). 'pynomMuc-
JIEHHH, K IIPOAAB I'PYIOBOI CBiIOMOCTI, IOPOJKYE
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a steady sense of reality and identity. Such feeling
evolves in childhood through consistent daily
communication and emotional exchange (for
example, between parents and the child, especially
at the stage of early family relations). There is
a sense of internal security, where the foundation is
the “father” (in adult life, this image is extrapolated
to the authorities in general or the president in
particular), who knows everything and can be
asked for protection at any time. A sense of primary
ontological (existential) security and adequate
positioning of an individual in the outside world is
shaped. The developed sense of ontological security
involves, at the level of practical consciousness,
a person’s understanding of his existential essence:
insight into human life, coexistence with other
individuals, the need for a continuous personal
identity, etc. Recent studies have confirmed
the importance of the mentioned psychological
phenomenon (Hiscock, 2001). Basic trust, which
advances in a child through relationships with
adults who raise him, is fundamental to the sense
of ontological security. Thus, this feeling is formed
and maintained with thereliance onthe mechanisms
of routinization of human behavior in everyday
life, hence the learned behavioral programs create
a kind of shield, which helps feel “immune”, feel
hope and block negativism (Giddens, 1984).
Propaganda gives such a feeling to the consumer
with a low level of critical thinking and rationality
and a paternalistic outlook who seeks to meet basic
needs without burdening with intellectual efforts.
The desired effect is achieved through pulp political
talk shows, TV series, and other propaganda
activities.

A prerequisite for ensuring and maintaining
ontological security is trust, the lack of which
causes a sense of uncertainty which, in turn,
exacerbates crises. For example, a person
strives to understand social reality in simple
and predictable categories. It contributes to
the safety of his “self”. But a person wants to
project feelings of confidence and stability both
on the internal social order and the international
system in general. Therefore, a sense of security
appearswhenonefeelsthe orderand predictability
of own place in society, country, region, and world.

In russian propaganda, the sense of ontological
security is exploited as much as possible. In
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KOJIEKTUBHY 0€3BiJIMOBiIa/IbHICTh, MPHUKJIAJ0M
i HacaigkoMm 4yoro € ¢damusM, pyHJIaMeHTaTi3M,
¢dbaHaTHU3M, TEpOPU3M - NIOBHUHN HaAbip CyyacHOTO
pamrcra. CbOorofHi B pocil siCKpaBO KYyJbTHUBY-
€TbCA | MPOSBJSETbCS CaMe TaKa HAaLMCTChbKa
CyCHiJIbHa CBiJOMICTb.

3a BIACYTHOCTI 4iTKO BHM3HA4eHOl ifeH-
TUYHOCTI WJle MomykK ‘ckpemiB”, ski moriu 6 ii
3aMiHMTH, a AKIIO iX He BJA€TbCA BiJHAWTH, TO
BoHU npuaymytotrbes (DeCook, 2018). TosioBHE -
cbopMyBaTH MOYYTTH eMOILiHHOI Ta iHTe/NeKTy-
aJIbHOI BIIEBHEHOCTI, 1110 3a6e3Me4YuThb “OHMOo-
JA02iuHy 6e3neky” (aHri. ontological security)
(Giddens, 1984), “oHToOJiOriYHY BIEBHEHICTBH”
(Laing,1976) - eK3UCTEeHL[iHUI CTaH JIOJUHU 3i
CTIMKUM Bi4yTTAM peasIbHOCTI Ta ileHTUYHOCTI.
Take BiguyTTA B AUTUHCTBI POpMyeETbCA 3aB-
JASKU TOCTiZJOBHOMY IIOJIEHHOMY CIIJIKyBaHHIO,
eMoIliiHOMY O0OMiHy (HampukJaajZ, MK 6aTb-
KaM{ Ta JUTHUHOIO, OCOOJIMBO Ha CTajii paHHiX
ciMeliHUX CcTOCyHKiB). BuHUKa€e BiuyTTd BHYy-
TPIilIHbOI 3aXUIIEHOCTI, /e 0NopoIo € “6aTbKO” (y
JlOPOCJIOMY KHUTTI Liell 06pa3 eKCTPaNoJHETbC
Ha BJaJy 3arajioM 4 Mpe3u/leHTa 30KpeMa),
SIKUH BCe 3HAE i MOXe, 10 KOTr0 OY/b-KOJIHM MOXKHA
3BepHYTHUCH 3a 3axUcTOM. PopMyeThC BifUyTTA
nepBUHHOI OHTOJIOTiYHOI (6yTTEBOI) Oe3meKku
Y aZileKBaTHe NMO3UL[i0HyBaHHA iHAWBiZja y HABKO-
JIMIIHbOMY CBiTi. PO3BHMHEHe ©O4YyTTA OHTO-
JIOTiYHOI Oe3MneKkH Iepeabavyae Ha PiBHI Mpak-
THUYHOI CBiJOMOCTiI pO3yMiHHS JIIOAUHOK CBOEI
eK3UCTeHL[iHOI CYyTHOCTi: pO3yMiHHSI CyTHOCTI
JIIOACHKOTO JKUTTS, CIIBICHYBaHHA 3 IHIIUMU
inauBimamMu, Heo6xigHOCTI HemepepBHOI 0COGU-
cTicHOl igeHTU4YHOCTI Towo . [IpoBegeHi mocii-
J>KeHHs OCTaHHIX POKiB MiTBEPKYIOTb BaXKJIU-
BicTb 1boro ncuxoJsorivnoro penomeny (Hiscock,
2001). 3acafHUYKMMU [JJis1 MOYYTTSA OHTOJIOTIY-
Hol 6e3neku € 6a3ucHa jgosipa (basic trust), sika
SIKpa3 i pO3BUBAETHCS B JUTUHU 3aBJSIKU CTOCYH-
KaM 3 JOpOCJMMHY, fKi Il BUXOBYIOTh. BigTak Le
no4yTTs GOPMYEThCA i MiATPUMYETHCS 3 ONIOPOIO
Ha MeXaHi3MU pyTUHi3auil JIIOACbKOI OBeJiHKU
y NMOBCAK/JEHHI, 3aBAAKU YOMY 3aCBO€EHI IOBeiH-
KOBI IIPOrpaMy CTBOPIOIOTh CBOEPIJHUM ILUT, 1110
JlolloMarae novyyBaTHCsl ‘HeBpas3JMBUM’, Bimguy-
BaTH HaJlil0 Ta 6JI0KyBaTH HeraTueriam (Giddens,
1984). [IlponaraHja [a€ Take BiAYyTTs CHOXKH-
Bauy 3 HU3bKUM PiBHEM KPUTUYHOT'O MUCJIEHHS,
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particular, amidst the theory of ontological
security, its success in the post-Soviet space
and the countries of Europe with a paternalistic
bias is based on the historical realities of recent
decades. Due to the inherent unconscious need
for existential security, individual sense
of security is supported by the routine practices
of everyday life, which constitute the majority
of social processes. Since part of human identity
is formed as a result of interaction with others,
routines facilitate maintaining stable interaction
and, thus, identity. Any unusual and destructive
events affect the essence of routine, creating
a sense of unreliability and ontological insecurity.
Therefore, most older generation treats
the collapse of the Soviet Union as a tragedy
because the usual routine has been violated.
Consequently, “subjective stability” was disrupted,
and the current economic problems, which made
many people fall below the poverty line that
ultimately gave rise to a feeling of helplessness,
appeared. The memory of wars (WW2, Afghan) is
also crucial, as it is closely related to “ontological
security” or “identity security” (Gustafsson, 2014).
Soviet propaganda inspired confidence though
twisted. In this case, people find themselves in
a situation where they are forced to get back to
their “usual routine” to restore the lost sense
of “self”. In order to preserve their “destroyed
psychological world”, they cling to the idea
of reviving the Soviet Union, which is promoted
by russian propaganda as a rescue straw
because imaginary subjective stability returns
them to habitual routinization, shaping a sense
of ontological security. This is common practice for
post-colonial countries. In this context, the search
for ontological security becomes paramount.
However, it should be realized that the common
interpretation of human security as “freedom
from fear and need” cannot guarantee ontological
security from the post-colonial perspective since
it acts within the culturally specific, Eurocentric
vision of “man” under “bare life” (Shani, 2017).
Another mechanism used by Russian
propagandists is demographic effect. A sociological
survey conducted in russia in the early summer
of 2022 (retrieved from interviews with russian
sociologists who left russia in the first days
of its invasion of Ukraine) showed that about 10.0-
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HU3bKOIO palliOHAJIBHICTIO, 3 IATePHAJIICTCbKUM
CBITOIVISIIOM, SIKMM NparHe 3aJ0BOJieHHA 6a3o-
BUX MNOTpeb, He OOTSKYH4YU cebe iHTENEeKTy-
aJlbHUMU 3ycWJUISAMHU. PeanisyeTbcs e 4yepes
HU3BKONPOOHI MOJIITUYHI TOK-1I0Y, Tesecepiaau
Ta iHLI MPOMaraHAMCTChKI 3aX04H.

HeoOxiHOIO yMOBOIO 3abe3nedyeHHS Ta IMiJI-
TPHUMKH OHTOJIOTIYHOI 6e3MeKH € A0Bipa, BiACyT-
HICTb AKOI BUKJIMKAE NMOYYTTSA HEBU3HAYEHOCTI,
dKe, CBOEIO 4Yeprolo, 3aroCTpro€e KpU30Bi cuTyaliii.
Hanpuknag, irofMHa nparde po3yMiHHA coliiajib-
HOI peayibHOCTI y NMPOCTUX Ta NepefdadyBaHUX
aas Hei kareropiax. lle cnpusie 6e3mneni i oco-
bucricHoro “sa”. Ane nofi6Hi Bil4yTTs ylIeBHEHO-
CTi Ta CTabiNILHOCTI JIIOAMHA X04Ye MPOEKTYBATH
i Ha BHYTPIWHIA CyCHiJIBHUW JaJ, i Ha MiXHa-
poaHy cucTeMy 3arasioM. TomMy BifdyTTs 6e3meKu
3'IBJSIETBCS TOJI, KOJIM BiJ[4yBa€TbCS MOPSIAOK
i mepen6avyyBaHiCTh CBOro Miclid y colliyMi, Kpa-
1Hi, perioHi, CBiTi.

Y pocilicbKiM mpomaraHzi IMOYYyTTS OHTOJIO-
riyHoi 6e3neKd eKCIIYaTyeTbCs SIKHaibijblle.
30KpeMa, 1 ycrix Ha NOCTpPafsgHCbKOMY MPOCTOPIi
Ta ¥ KpaiH €BpPOMNM 3 NaTEPHATICTCbKUM YXUJIOM
B KOHTEKCTi Teopii OHTOJIOTi4YHOI 6e3neKy I'pyH-
TYETbCA Ha ICTOPUYHUX peasliax OCTaHHIX AecCATHU-
JiTh. [lo3ask Jit0AMHI BJIacTUBA HEYCBiLOMJ/IIOBAHA
noTpeba B eK3UCTEHI[iHHIN 6e3melr, To i BiA4yTTA
NiITPUMYETbCA 3aBASAKU PYTUHHUM NpPaKTHKaM
NOBCSIK/IEHHOTO KUTTS, SIKi CTAHOBJATH OiNbIIy
YaCcTHHY CcOoLjaJIbHUX NpoueciB. OCKIIBKYA YacTHHA
iIeHTUYHOCTI JIIOAUHU POPMYETHCS SIK PE3YJIbTAT
B3a€EMO/II 3 IHIIMMH, CaMe PYTUHU [0IIOMararmThb
niATpYMyBaTH CTabiJibHY B3a€EMOJil0, a BiATak
M ifeHTHU4HICTh. Byib-aKi HE3BUYHI Ta JeCTPYyK-
THUBHI MOJIl BIVIMBAOTh Ha CYTHICTb PYTHUHHOCTI,
dopMyrour BigUyTTA HeHaJiMHOCTI Ta OHTOJIO-
riyHol HesaxuieHocTi. Tak, po3naz pafgsAHCbKOrO
cow3y 6araTbMa JIIOAbMH CTApLIOr0 MOKOJIHHSA
CIPUKMMAETBCA fAK Tparejisd, No3adK MOPYILIU-
Jlacl 3BUYHA PYTHUHHICTb. 30KpeMa, NopyLInIacs
“Ccy6'EKTHBHA CTabI/IBHICTD", JOJAIKCSA TeNepillHi
eKOHOMIiYHi Mmpo6JieMy, yepes sKi 6araTo JaroAen
ONMHUJIMCA 32 MeXew G6iJHOCTi, 10, 3peNITolo,
HNOPOAWJIO BiA4yTTS 6€3MOopafHOCTi. 3HAYYLIOH
€ i maM’sTh Npo BiliHU (ApyTy CBITOBY, adraHcbKy)
OCKIJIbKM BOHA TiCHO MOB’si3aHa 3 “OHTOJIOTIY-
HOlO0 Oe3mnekor” abo “Oe3mnekoro igeHTHYHOCTI”
(Gustafsson, 2014). PagsiHcbka nmpomaraHja Xod
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20.0% of respondents under the age of 30 who
live in a big city and do not watch TV support
the Putin regime. Moreover, respondents older
than 60 years living in a small city watching TV
expressed 80.0% readiness to support the war
and the Putin regime. As we can see, the role
of propaganda becomes key in shaping their
worldview. In addition, political apathy which
propaganda develops by cultivating distrust of any
kind of information appears (Mare, Mabweazara,
& Moyo, 2019). At the same time, confidence
in the authorities as the “only true source”
of information is strengthen via the technology
of narrative repetition. If governmental narratives
are saturated with the propaganda of war, nuclear
war, if the user observes/hears a specific narrative
on TV and then observes /hears/ meets the same
messages in each search engine on the Internet,
thus he believes the relevant information. What is
the intended effect? One source is difficult to trust,
and if many sources transmit the same version,
there is a sense of truth and trust. It is difficult
for a person to be in a situation of uncertainty
for a long time. If a person feels that everything
is collapsing around him, one strives to look for
what will save him to reproduce the “destroyed”
and the stability of his subjective world. In
similar conditions, the subject will attempt to
restore cognitive consistency, a sense of self,
a sense of confidence, and ontological security,
mainly through reliance on routine and habitual
interactions (Mitzen, 2006; Kinvall, 2004).

Despite the attacks of russian propaganda on
its population, to citizens of other countries fall
under the influence of the media. True facts are
the key to countering propaganda. Since there are
no ready-made clichés for the facts, propaganda
needs time to appeal to them. Thus, propaganda
will always seek to undermine trust in the facts
by bombarding them with different versions
(the Boeing was shot down by Ukrainians; there
were dead people before the accident; Bucha is
a performance, etc.).

It is possible to resist propaganda with
a full-fledged information policy of the state
with a clear emphasis on value priorities shaping
the worldview of citizens. Its mechanism
should include intellectual discussions focused
on universal values, national traditions
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y TIepeKpy4YeHOMy BapiaHTi, ajie BceJisijia 10 BIIEB-
HEHiCTb. Y 11bOMy BUNAJKy JIOAU ONUHSAIOTBCA
B CUTYallii, KOJI 3MyIlIeHi TOBEPHYTHCS [0 “3BUY-
HOl IM pyTUHHOCTI", 106 BiJHOBUTH BTpayeHe
no4yyTTs ‘cebe”. 3aa/151 36epexkeHHs1 CBOTO “3pyil-
HOBAHOTO MCUXO0JIOTIYHOrO CBITY” BOHM XaNalThCs
3a iJlel0 BiJpo/KEHHSI PaJITHCHKOTO CO03Y, SKY
MPOCYBaE pocikichbKa Mponaras/a sik 3a psTyBaJbHY
COJIOMHHKY, M03asiKk ysiBHA CyOE€EKTHUBHA CTabi/b-
HIiCTb MOBePTaE IX J10 3BUYHOI pyTHUHi3allil, opmy-
104U NOYYTTS OHTOJIOTriyHOI Ge3neku. lle 3BUYHA
NpaKTHKa [IJI MOCTKOJIOHIa/IbHUX KpaiH. 3a TaKuX
YMOB NEPLIOYEPTOBUM CTAE IMOLIYK OHTOJIOTIYHOL
6e3nekw. [IpoTe citif po3yMmiTHy, 1110 3BUYaKHE PO3Y-
MiHHS Ge3NeKU JIIAWHU K “CBOOOJH BiJl CTpaxy
Ta oTpe6GH” He B 3MO3i 3 MOCTKOJIOHIA/IbHOI TOYKU
30py 326€3Me4YUTH OHTOJIOTIUHY OGe3MeKY, OCKIJIbKH
BOHO /Ii€ B paMKax KyJIETYPHO crielludpiyHOro, EBpOo-
MOLIEHTPUYHOTO pO3yMiHHSA “MH0AUHU” K “BiIKpH-
Toi 1 :xkuTTA” (bare life) (Shani, 2017).

[HIIMI MeXaHi3M, IKUH 3aCTOCOBYIOTh POCIHCHKI
npornaraijuctu — demoepagivnuil egpexm. Ipose-
JeHe B pocil Ha no4daTky Jita 2022 poky couioJio-
riuHe onuTyBaHHs (iH$opMmallis B3sTa 3 iHTEpB't0
POCICBKHUX COLi0JIOTIB, [0 BUIXaJH 3 pocil B epii
AHi 1l BTOprHeHHs B YKpaiHy) 3acBiguu/io, 10
oauspko  10.0-20.0% pecrioHgeHTIB BikOM [0
30 pokiB, AKi NPOXXHUBAKOTb y BEJUKOMY MIcCTi i He
JUBJIATBCA TeJIeBi30p, MiATPUMYIOTb NMyTiHCHKUN
pexxuM. [IpoTe pecioHzeHTH cTapili 3a 60 pokKiB,
[Ki )KUBYTb Y HEBEJIMKOMY MICTi, 4O TOTO » JUB-
aATbcA TeseBizop nigTBepauau 80.0%-By roTos-
HiCTb MiJTPUMKU BiHU i Ny TiHCBKOTO peXXUMy. FK
6a4yrMo, poJib IpoNara’iu CTa€ KJIH40BoI0 ¥ ¢op-
MyBaHHI CBITOIVIAAY LUX pecrnoHzeHTIB. [lo nboro
JOMAETbCA Noimu4Ha anamis, SIKy Oponara’jaa
pO3BUBaE 3aBAsiku (GOPMYBaHHIO HeJOBipU [0
6yab-skoi iHpopmariii (Mare, Mabweazara, & Moyo,
2019). BogHo4ac NOCHJTIOETHCSA A0Bipa /10 BAAJU SIK
“elMHOrO MpaBAMBOro Mxepesa”’ iHpopMalii uepes
TEXHOJIOTiI0 nosmoprogaHocmi Hapamusgy. Ko
HapaTUBU BJIAJIM HAaCUYeHi NpONaraHjAow BilHM,
si/lepHOi BiMHH, SIKLO0 KOPUCTYBad 6a4YUTh/4ye MO
TeJsieBi3opy NMEeBHUIM HApPaTHB, MOTIM 6auuTh /4uye/
3ycTpivae Ti caMi MeceKi B KO>KHIl MOIYKOBIH cUC-
TeMi B [HTepHeTi, TO B HbOr0 POPMYETHCS JI0Bipa
o miei iHpopmariil. Ha mjo po3paxoBaHHUN TaKUM
edekt? OmHOMY KEpey BaXKKO JIOBIpsITH, a AKIIO0
baraTo JxepeJ HOBTOPIOIOTH OJIHY i TY 3K BEPCilo, TO
BUHUKAE BiIUyTTA NpaBAy, J0BipU. JIIOAUHI BaXKKO
JIOBro nepebyBaTU B CHUTYyallii HEeBHU3HAYEHOCTI.
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and aspirations, consideration of historical events,
their mistakes and preferences. Such discussions
will form ideal behavioral model which are worth
integrating into real-life events. In an individual
context, simplistic categorical statements should
be avoided and autonomous thinking should be
sought. Moreover, discussing the situation in
the dialogue will contribute to its understanding.
This will contribute to the formation
of life narratives, which should assist in rendering
an adequate decision in a complex and uncertain
situation and critical life moments. Ultimately, it
will prevent the harmful effects of propaganda as
a means of conducting information-semantic war.

Conclusions

Information-semantic warfare is aimed
at misinterpreting facts, destroying reality,
and influencing the consciousness of recipients to
shape therequired public opinion. Its effectiveness
depends on the willingness of people to perceive
the relevant narratives. Propaganda, which
occupies a virtual space and affects the mental
sphere of a person by building his semantic
constructs, is the instrument of information-
semantic warfare.

The mechanism for changing semantic
constructs in russian propaganda is an appeal to
ethnicitywhichdominates personality. ltgenerates
collective irresponsibility and is the basis for
the development of Nazi social consciousness
inherentin russia. Another mechanism is recourse
to a sense of ontological security. Propaganda
seeks to “stabilize” citizens’ unstable sense
of ontological security via its narratives, which
“help” them return to their usual routine and hence
find ready-made clichés giving a sense of security.
This feeling is grounded on basic trust which
propaganda strives to cultivate via narratives’
repetition, choosing the government or its specific
representatives and the media as the object
of trust. The maximum use of “demographic
effect” as a mechanism of propaganda promotes
the detachment of “youth”, which is well-versed
in information technologies, and “adulthood”, full
of life experience and critical thinking, triggering
their political apathy.

It is possible to resist propaganda with true
information policy, intellectual discussion,
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fAKuio BoHa BiiuyBag€, 10 BCE HABKOJIO Hel pyHHY-
€ThCS, TO IIParHe IIYKaTH Te, 110 ii BpATYE 1106 Bif-
TBOPUTH “3pyHHOBaHE”, BIITBOPUTU CTAOIBHICTD
BJIACHOT'O CYO'EKTHBHOTO CBITY. Y NOAIOHUX yMOBax
CYyO'EKT HaMaraTUMeETbCSl BiIHOBUTU KOTHITUBHY
MOCJIiJOBHICTb, BJIACHE BiYyTTA ‘ce6e”, BigUyTT
BIIEBHEHOCTI Ta OHTOJIOTIYHY Oe€3MeKy, TroJI0BHE
yepe3 ONopy Ha PYyTUHHI, 3BU4HI B3aeMozii (Mitzen,
2006; Kinvall, 2004).

[Tonpu aTaku pocifCbKOI Nponaral/ iy Ha BJIacHe
HaceJieHHS, ii BIVTMBY 4epe3 3aco6u MacoBoi iHdop-
Malii miiJatoTbCs IPOMasHU iHIIKUX KpaiH. 3amno-
pyKoro npoTuAii mpomaradfii € npasdusi gakmu.
OckiJIbKM HEMa TOTOBUX Ktillle iy GpaKTH, TO Mpo-
naragzi notpibeH 4ac o006 amesoBaTH 10 HUX.
ToMy mpomnaraHja 3aBxau Oyfe MpParHyTH Migip-
BaTH J0Bipy A0 $aKTiB, 60MOGAPAYIOYH IX Pi3HUMU
BepciaMHu (JriTak BoiHT 36MM YKpaiHIli; TaM /10 aBa-
pii 6ys11 MepTBi Jitoay; Byda - 11e Bce MOCTaHOBKA
TOILI0).

[IpoTucroiTh nponaraHzi MOXHa IOBHOIiH-
HOI0 iHpopMalliiiHOIO MOJIITUKOIO Jiep:KaBU 3 YiT-
KHMM aKLeHTYBaHHSAM Ha LIHHICHUX IpiopUTeTaX,
10 GOpPMYIOTh CBiTOIAZ rpoMazisH. [i MexaHisMoM
MalOTb CTAaTU IHTeJIeKTyaJIbHi JUCKYCil, OpieHTO-
BaHi Ha 3arajJibHOJIIOACHKI ILIHHOCTI, HalliOHAJbHI
TpaJuLil Ta NpardHeHHs, ypaxyBaHHA iCTOPUYHUX
NoJIiH, IX MOMUJIOK Ta npeBar. Taki guckycii popmy-
BaTUMYTh iZleaJIbHI MOZeJli MOBEeAIHKY, AKI BapTO
IHTerpyBaTH B peasIbHI XUTTEBI NOAIL Y iHAUBI-
JAyaJIbHOMY KOHTEKCTI CJIiJf OMUHATH CIPOLLEHUX
KaTeropu4yHUX TBeppKeHb Ta MPAarHyTH [0 aBTO-
HOMHOTIO JyMaHHS. A IPOroBOPIOBAaHHA CUTYaLil
B Jias103i cupuaTUMe ii po3yMiHHIO. Lle cipusaTrme
$OpMyBaHHI0O XUTTEBUX CMHCIIB, fIKi B CUTYa-
Uil CKJIAJHOCTI Ta HEBU3HAYEHOCTi, B KPUTHYHI
MOMEHTH KUTTSl MalOThb CIPUSITU NPUUHATTIO
aJIeKBaTHOr'O pillleHHS. 3peLlTolo, Lie yIepelKy-
BaTHMe Mary6HUM BILUIMB NMpOMNaraH/y SIK 3acoby
BeJieHHs iHpopMalliiiHO-CMUC/I0BOI BilTHU.

BHCHOBKM

[HpopmariliHo-cMHUC/I0Ba BiliHa cipsiMOBaHa Ha
3MiHy iHTeprnpeTauii pakTiB, Ha JEeCTPYKIIit0 peasb-
HOCT], BIUIMB Ha CBiIOMiCTb perumnieHTiB 33,151 pop-
MyBaHHS Heo6XiZiHOT CycHisbHOI AyMKH. [i epexTus-
HICTb 3a/I€KUThb BiJi TOTOBHOCTI JIIOJEeN CipUiMaT
BignoBigHi HapatuBu. IHCcTpymeHTOM iHpOpMa-
L[iHHO-CMMCJIOBOI BiiHU € Mpomnara’ja, ska 3akiMae
BipTya/IbHUN POCTIp i BIVIMBAE HA MCUXIYHY chepy
JIFOJIUHH, GOPMYIOYH 1i CMUCJIOBi KOHCTPYKTH.
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and development of people’s autonomous critical
thinking, which should lay the groundwork for
information security policy of the state.

The sense of ontological security is a protective
layer between the individual ontological center
of every man and the external environment.
Propaganda is the instrument of semantic warfare.
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MexaHi3MOM 3MiHM CMMCJIOBUX KOHCTPYKTIB
B POCIHCbKil Mponara”/i € anejaoBaHHSA A0 €THiu-
HOCTI, fIKa IOMiHY€E HaJ 0cOOHUCTiCTIO. Lle mopomKye
KOJIEKTUBHY 06€3BiJIOBIJa/IbHICTD Ta € MiATIPYHTAM
JJis1 PO3BUTKY BJIACTMBOI pOCii HAaLlUCTCHKOI Cyc-
miJIbHOI CBiJoMOCTi. [HIIMH MeXaHi3M — 3BepHEeHHs
JI0 TO4YyTTs OHTOJIoriyHOi 6Ge3neku. Hecriiike
MOYyTTs OHTOJIOTIYHOI 6e3MeKH Y FPOMa/IsiH [TpoTa-
raH/ja nmparte “cra6isisyBaTu” BJJACHUMM HapaTH-
BaMy, 1[0 “Aornomarae” iM MoBEPHYTUCS /10 3BUYHOI
PYTHUHHOCTI, a BiATaK BiJHANTU TOTOBI KJIille, fKi
CTBOPIOKOTH BiTYYTTS 3aXUILEHOCTI. 3acalJHUIYMMU
JUISl [bOT0 MOYYTTSA € 6a3rcHa J0Bipa, Ky npona-
ras/ia nparse cbopMyBaTH Yepe3 IOBTOPIOBAHICTb
BJIACHUMX HAapaTHBIB, BUOpABILIK B SIKOCTi 0G€KTa
JOBIpU BJIaJly YA KOHKPETHHUX Il NMpeJCTaBHUKIB
Ta 3acobu MacoBoi iHpopmarlii. MakcuMmasbHe
BUKOPHCTaHHA “ZleMorpadiqyHoro epekTy” sik Mexa-
Hi3My NpomaraH/iy, Cpusi€ po3’eAHAHHIO “MOJIOZIO-
CTi”, 1110 IOCKOHAJI0 BOJIOJIi€ iHpOpMALIMHUMU TeX-
HOJIOTiSIMM Ta “IOPOCJIOCTi”, ClIOBHEHOI }KUTTEBUM
JIOCBiIOM i KPUTHUYHICTIO MUCJIEHHS, GopMyroUuu
B HUX NIOJIITUYHY anaTilo.

[IpoTucTosATH Nponaralzi MoXkHa 4epes nojaqyy
npaBAuBol iHpopMmariii, iHTeseKTyanbHi JUCKYCIi,
PO3BUTOK aBTOHOMHOIO KPUTUYHOTI'O MMCJIEHHS
y HaceJIeHHf], 110 TIOBUHHO CTaTH OCHOBOIO IOJIi-
TUKY iHpopMaLiiiHOI Ge3neKu AepKaBH.

[TouyTTsi OHTOJIOTiYHOI 6e3MeKH € 3aXUCHUM
MPOLIAPKOM MK IHAMWBIAYaJJbHUM OHTOJIOTIYHHUM
LIEHTPOM KOXKHOI JIIOJWHU Ta 30BHILIHIM cepeno-
BUILleM. [HCTpyMeHTOM CMHC/IOBOI BiliHU € Mpomna-
raHja.
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